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Vendors
are an integral part of  
an organization’s supply chain

Score Vendors Rank & Compare Actionable Insights

7 in 10
of organizations have 
experienced an attack due to  
an unknown asset (Shadow IT)

30%
of assets are unknown or 
unmanaged due to rapid 
transformation

Organizations share data with vendors but lack an assessment mechanism 

to quantify their cyber security risk exposures. This can be achieved through 

an independent cyber security assessment to evaluate a vendor’s external 

exposures to being hacked.

Independent Cyber Attack 
Risk Assessment

Why Now



 
 
Shadow IT Discovery

Rich integrations and policy 
driven rules engine make 
it easy to automate the 
discovery of Shadow IT.

 
 
Black Box Discovery

This approach identifies vendor exposed 
enterprise assets in a high fidelity and low impact 
manner and is designed for low false positives  
to keep signal to noise ratio under control.

 
 
Risk Based Vulnerability Prioritization

Prioritization engine combines the attacker’s 
perspective with business value, business impact, 
existing security controls, and remediation status 
to build a ranked list of most risky exposures.

 
 
Assessment Report

Organizations get  
a summarised assessment 
report with a score for each 
key risk assessment area.

 
 
Detailed Vendor Report

Vendors can access detailed 
report with recommended 
actions to help close their 
cyber security risks.

Assessment & Outcomes
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About Persistent
With over 22,750 employees located in 21 countries, Persistent Systems (BSE & NSE: PERSISTENT) is a global services and solutions company 
delivering Digital Engineering and Enterprise Modernization. We work with the industry leaders including 14 of the 30 most innovative companies  
as identified by BCG, 8 of the top 10 largest banks in the US and India, and numerous innovators across the healthcare and software ecosystems.  
As a participant of the United Nations Global Compact, Persistent is committed to aligning strategies and operations with universal principles  
on human rights, labour, environment, and anti-corruption, as well as take actions that advance societal goals.
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